FROM:

SUBJ:
Engineering Data User Responsibility for Limited (Proprietary and Distribution Controlled Data Agreement)

TO:
OO-ALC/LGVPE
   6032 FIR AVE

   HILL AFB, UT    84056-5820

1.
This letter serves as my commitment to properly handle all data, limited and distribution controlled, that I have access to or for which a copy is generated in hard copy, aperture card, or electronic (digitized) form.  I fully understand that should I fail in my responsibility, I may be fined not more than $1000.00 or imprisoned more than one year, or both, and may be removed from office or employment (18 USC 1905). 1 understand my requirements to access, protect, and destroy this data in accordance with provisions set forth in the following documents:

DISTRIBUTION AND CONTROL
AFPD 21-4
 Engineering Data

AFI 21-401 
Engineering Data Storage, Distribution and Control

AFPD 61-2 
Management of Scientific and Technical Information

AFI 61-204 
Controlling the Distribution of Classified and Unclassified Scientific



and Technical Information

SECURITY (CLASSIFIED) AND DESTRUCTION

DoD Regulation 5400.7/Air Force Supplement DoD Freedom of Information Act Program  


 AFPD 31-4 Information Security

AF131-401 Managing the information Security Program

AFPD 3 1 -1 Air Force Information Management

AFI 37-132 Air Force Privacy Act Program

AFI 37-138 Records Disposition - Procedures and Responsibilities

2. I accept full responsibility for the protection and destruction of limited (proprietary), and distribution of, controlled data.  I will safeguard the data to the degree that it shall not be released outside the government nor be used, released or reproduced in whole or in part for any reason except where permitted by contract (18 USC 1905 and  DoD Regulation 5400.7/Air Force Supplement).

3 .
I understand that data is not to be returned to the responsible repository, and that I am responsible for the destruction of the data (hard copy, aperture card, and electronically downloaded images to personal computers, disks).

4.
I understand that I must sign a copy of this data agreement before I will be allowed logon or access privileges to the Joint Engineering Data Management Information and Control System (JEDMICS).  This agreement shall expire March 1st each year , and must be renewed before continued access to JEDMICS is permitted.

NAME (Print or Type): _______________________________________________________________
DATE:                             _______________________________________________________________
OFFICE/EXT:                _______________________________________________________________
SIGNATURE:                _______________________________________________________________
