IMACS Security Roles


Table C1- 1.  Functional Area Access by Security Role Matrix




Special Note:  Assignments of a security role should be based on the user’s required system abilities as determined by the Site IMACS Functional OPR, defined in Table C1-1 above, and further described in Sections C1.2.2, C1.2.3, C1.2.4, and C1.2.5.  Security roles should not be assigned based simply on a user’s title as these responsibilities may vary from service to service.

C1.1.1    Security Role

The security role corresponds roughly to job title.  Each security role controls the access to various parts of the system.  Each security role has one of three settings (No access, View, or Modify)  for each functional area in the system.  In this fashion, as roles evolve and change in the interservice community, system access can be tailored to allow users to perform the functions needed to accomplish their jobs while limiting access based on their need-to-know.  The allowable security roles are noted in Table C1-2, Security Roles, below and are generic enough to accommodate each Service’s needs.

Table C1- 2.  Security Roles

Security Role
Access

DBA
This security role allows unlimited access to all parts of the system.  This role is intended for database administrator use only.

Audit
This security role is intended for those users who provide oversight to the interservice process.  Individuals with this security role have read-only access to the entire system.  This role is primarily intended for JDMAG.

MISMO
This security role is for users who belong to a MISMO organization.  MISMOs provide oversight and facilitation for a given Service.  The MISMO security role provides read only access to all DMISAs within a given Service.

MISO
This role is for users who are MISOs.  The MISO security role permits editing and negotiation of all DMISAs at the Command level.  Principals, Co-Principals, and Agents most often fall into this category.

MICO
This security role is for the Navy MICO users.  The MICO security role allows editing and negotiation of DMISAs at the Activity level.

DMISA Program Manager
DMISA PM security roles may modify DMISA Exhibits, but have read-only access to the administrative portions of the DMISA.  DMISA PMs must be granted access by individual DMISAs.  If their Organization indicates they are at the Source of Repair (SOR) Activity level, these users have update access to Balance and Production Mismatches.

Production Manager Level One (1)
A Production Manager Level One may modify Exhibits.  Level One Production Managers must be granted access by individual DMISAs.  If their Organization indicates they are at the Source of Repair (SOR) Activity level, these users have update access to Balance and Production Mismatch records.

Production Manager Level Two (2)
A Production Manager Level Two may modify Exhibits.  Level Two Production Managers must be granted access by individual DMISAs.  If their Organization indicates they are at the Source of Repair (SOR) Activity level, these users have update access to Balance and Production Mismatch records.

Production Manager Level Three (3)
A Production Manager Level Three has read-only access to DMISA Exhibits.  Level Three Production Managers must be granted access by individual DMISAs.  If their Organization indicates they are at the Source of Repair (SOR) Activity level, these users have update access to Balance and Production Mismatch records.

Shipping Clerk
Shipping clerks may view DMISA data at the Activity level.

Budget/Accounting
The Budget and Accounting security role allows the user to edit DMISA Exhibits for the purpose of entering cost details.  This security role also allows the user to edit funding documents and perform obligations and acceptances, depending upon negotiator role (Principal or Agent).  Users with the Budget and Accounting security role must be granted access by individual DMISAs.

Engineer
Can view all DMISA data and edit items (NSNs and manufacturer parts) in the system.  Engineers must be granted access by individual DMISAs.

View DMISA
This security role permits read-only access to DMISA data and must be assigned by individual DMISA.

C1.1.2    Permission Levels

Permission Levels control user access to DMISAs (see Table C1-3, Permission Levels).  Once the user accesses a given DMISA, then the functional area (Table C1-4, Functional Areas) and negotiator role settings (see Table C1-5, Negotiator Roles) define the user’s ability to view or modify parts of the DMISA.  The “Select DMISA” window only lets users access those DMISAs which the permission level permits.  The level to which he/she belongs is based on his or her security role (see Table C1-2 above). The allowable levels are as follows and each user can only belong to one level.  Attachment C-3 depicts the organizational structure for IMACS.

Table C1- 3.  Permission Levels

Permission Level
Access

All
This level allows the user to access all DMISAs on the system.

Service
This level allows the user to access all DMISAs on which his or her Service is a Principal, Co-Principal, or Agent.

Command
This level allows the user to access all DMISAs on which his or her Command is a Principal, Co-Principal, or Agent.

Activity
This level allows the user to access all DMISAs on which his or her Activity is a Principal, Co-Principal, or Agent.

Important for Command or Activity:  When entering DMISAs, the Principal should be sure that the Agent DODAAC is entered correctly (e.g., enter the Activity DODAAC code instead of the Command DODAAC).  If this is entered incorrectly, the Agent will not be able to access the DMISA.  Use the Update DMISA Details function (see Section 5.9 in this UM) to correct it.

DMISA
This level only permits the user to access individual DMISAs.  The DMISAs which the user is allowed to access must be specified on the User ID Request Form.

C1.1.3    Functional Areas

The functional areas control access to groups of functionality within IMACS (see Table C1-4, Functional Areas).  Each has a value for no access (N), view only (V), or modify and view (M).  Modify means the user can perform create, update, and delete functions, provided all other security criteria are met (see negotiator role below, see Table C1-5, Negotiator Roles).  A user’s functional area access is based on his or her job title because a user’s job title largely defines how he/she will use the IMACS application.  For example, MISMOs have different settings than MISOs and Shipping and Receiving clerks differ from MISMOs and MISOs.  The specific windows controlled by each functional area are detailed below.  If a window is not noted below, it is accessible by all users.  The settings by security role are contained in Table C1-1, Functional Area Access by Security Role Matrix.

Table C1- 4.  Functional Areas

Functional Area
Description

DMISA Exhibits
Controls access to all Exhibits except for two.  It controls user access to the line item Exhibits (I-IV), free text Exhibits (V, VII-A, VII-C, VIII, IX, XI, XII, XIV, XV-C, and XVII), support Exhibits (VI, XV-A, XV-B, XVI), other Exhibits (VII-B, X-A), and Exhibit XIII, Part 3.  

The two exceptions are Exhibit XIII Parts 1 and 2 and Exhibit X-B.  Exhibit XIII (Parts 1 and 2) are controlled by the Shipping/Receiving instruction functional area (see below). 

DMISA Administration
Controls ability to create new official DMISAs (by creating a new agreement or copying another agreement to produce a separate official one).  Access to the DMISA Title Page, Table of Contents, Change Page, Deviation Page, DMISA point of contact, and Section I and II boilerplate windows is also controlled by this area.

Shipping/Receiving Instructions
Limits access to Exhibit XIII Parts 1 and 2 (excludes Part 3).  This area allows the users who maintain DMISA shipping instructions to be separated from those who maintain other parts of the DMISA, if desired.   This functional area also controls access to the [Global] Shipping Instruction window.

Shipping Transactions
Limits access to the Transaction Item Reporting function.

Shipping Mismatches
Limits access to the Transaction item shipment and receipt mismatch functions.

Production/Balance
Limits access to the Maintenance Production and Asset Balance status functions.

Production/Balance Mismatches
Limits access to the Maintenance Production and Asset Balance mismatch functions.

Funding
Controls users’ ability to view or modify funding documents (i.e. MIPRs or POs) and to view or modify funding obligations and acceptances.  It is worth noting here that Principals or Co-Principals may only obligate funds and Agents may only accept funds.

Item Maintenance
Controls ability to view or modify manufacturer part and NSN tables; that is, it controls access to the Select Part and Select NSN windows and their respective details dialog boxes.  This area is separated from the DMISA Exhibit areas to allow different users to maintain the part and NSN tables without being able to access DMISA data.

Organizations
Controls ability to view or modify the IMACS organizational structure.  Specifically, it controls access to the Select Organization and Organization Detail windows.  Currently, only the DBA can modify the organizational structure, but this area is available for future expansion.

Exhibit X-B
Controls the ability to access, view and enter filters for Exhibit X-B, Monthly DMISA Production Report.

Long Range Support Plan
Controls the ability to enter comments, and Non- DMISA information associated with the Depot Level Maintenance Interservice Support Plan report.

C1.1.4    Negotiator Roles

Negotiator roles identify the affiliation of the user on a given DMISA.  The valid negotiator roles consist of Principal, Co-Principal, Agent, and Other.  In order to access some functions, the user must not only have the correct functional area access but must also be the proper negotiator role.  Negotiator roles are mutually exclusive:  a user may not serve in more than one role on a given DMISA.  

Note:  Where a particular role cannot modify data during negotiations, negotiation comments and/or electronic messaging functions are available to allow that user to communicate desired changes to the negotiator role who can perform the modifications.  

The following windows have restrictions based on negotiator role (note that a negotiator role of “Other” has read-only access to all the windows noted below):

Table C1- 5.  Negotiator Roles

Portion of DMISA
Negotiator Capability

Exhibit I and II
Principals/Co-Principals may modify the TAB structure and add, update, or delete line items.  Also, Principals/Co-Principals may modify the scheduled requirements and the stock list price on the Line Item Requirements window.  Agents can view the scheduled requirements and stock list price.  The Principal/Co-Principal modifies the WBS on the Line Item Details window and Agents may view this field only.  Alternately, Agents may modify all price and man-hour data as well as edit the control number on the Line Item

Exhibits III-A 
and III-B
Principals and Co-Principals only can modify the projected requirements.  Agents may view details only.

Exhibit III-C
Principals/Co-Principals only can modify pending requirements.  Agents have Read-only access. Details window.  Principals and Co-Principals may only view these data.

Exhibit IV
Principals/Co-Principals only can modify national emergency (surge) requirements.  Agents may view details.

Exhibits V and XVII
Priced paragraph text are modifiable by the Principal or Co-Principal and may be viewed by the Agent.  The Price and Man-Hours are modifiable by the Agent only and may be viewed by the Principal/Co-Principal.

Exhibits VII-A, VII-C, VIII, IX, XI, XII, XIV, and XV-C
Unpriced free text Exhibits may only be modified by the Principal or Co-Principal.  

Note:  Price and Man Hours are not relevant for these Exhibits.

Exhibits VI, VII-B, X-A, XV-A, XV-B, and XVI
The support Exhibits are Principal/Co-Principal modifiable.  Exhibit VI is modifiable by the Agent also.  The global tables (Technical Data List for Exhibit VII-B and the Report List/Distribution List for Exhibit X-A) are also Principal or Co-Principal modifiable.

DMISA POC
Principals can add Principal POCs.  Co-Principals can add Co-Principal POCs.  Agents can add Agent POCs.

Title Page
Principals can add Principal signatories and edit the details.  Co-Principals and Agents can add Co-Principal and Agent signatories, respectively.  Co-Principals and Agents have read only access to the title page details.
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