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This operating instruction (OI) establishes procedures for handling and safeguarding classified material in the Civilian Personnel Office (OO-ALC/DPC).  Furthermore, it supplements AFI 31-401 and other applicable security directives.  This OI is applicable to all personnel assigned or attached to OO-ALC/DPC.  Maintain and dispose of records created as a result of prescribed processes in accordance with AFMAN 37-139, Records Disposition Schedule.  See Attachment 1 for a glossary of references and supporting information.
1. RESPONSIBILITY.  The Civilian Personnel Officer (CPO) will appoint/designate (in writing) officials to function in the following capacities:

1.1. Unit Security Manager (USM) and at least one alternate.  USM will establish a security program as outlines in AFI 31-401, to include performing all related duties and/or functions.

1.2. Official to conduct the semiannual security inspections.

1.3. Computer System Security Officer (CSSO).

1.3.1. Access.  Unit personnel requiring a visit request will utilize AFMC Form 97, Visit Request.

2. SAFEKEEPING AND STORAGE.  There are no classified safes or storage capabilities located in the Civilian Personnel Office.

3. PACKAGING AND TRANSMISSION OF CLASSIFIED (HARD COPY DOCUMENT/MATERIAL):
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3.1.   Packaging and transmission requirements for classified dispatched via U.S. Postal System, Federal Express, Base Information Transfer System (BITS), and Traffic Management Office (TMO):

3.1.1. Classified document/material will be enclosed in two opaque sealed envelopes or similar wrapping, size permitting.  If size prohibits the aforementioned security measures, then the classified material must be enclosed in two opaque sealed containers, such as boxes or heavy wrappings.  If the classified material is an internal component of a packable item or equipment, then the outer shell or body may serve as the inner enclosure, provided no classified information is revealed.

3.1.2. Any material used for packing must be of such strength and durability as to provide security and protection while in transit and to facilitate the detection of tampering.  The wrappings must also conceal all classified characteristics.  Always examine packages/containers bearing classified material for sign of tampering.  If such signs are evident notify the security manager immediately for additional guidance and actions.

3.1.3. Classified written information will be folded or packed in such a manner that the text will not be in direct contact with the inner envelope or container.  Mailing of written materials of different classifications in a single package should be avoided.

3.1.4. For additional information and instructions on modes of transmission and packaging requirements, review AFI 31-401, Chapter 6.

4.  RECEIVING CLASSIFIED.  Building 1245, Room 2 and Room 6, have been designated as the OO-ALC/DPC central receiving office for BITS distribution.  Secretarial/clerical personnel assigned duties at this location will:

4.1. Have at least a SECRET clearance or eligibility.

4.2. Be authorized by the Civilian Personnel Officer to receipt sign for incoming mail.

4.3.  Deliver any classified material received to the intended recipient.

4.4. If the intended recipient is unavailable, protect, in a GSA-approved container all classified in their custody, including all Federal Express, Certified, Registered, Priority, and First Class Mail until a determination can be made as to whether or not the contents are classified.

4.5.   The intended receiver will:

4.5.1. Sign and return receipt to sender immediately.
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4.5.2. Review document for content and marking requirements prior to entering the document(s) into the classified file system.  The receiver is also responsible for contacting the security manager regarding procedures for initiating challenges for improper or unnecessary classifications and/or markings.  (Ensure classified is marked IAW E.O. 12958 if the material was generated after 14 Oct 95).  Review AFI 31-401, Chapter 2, for instructions outlining challenge procedures.  The security manager is responsible to notifying Information Security (75 SFS/SFAI) whenever a challenge is initiated.

5. HANDCARRYING CLASSIFIED ON/OFF BASE.  All personnel escorting or hand-carrying classified material outside their work area must have prior approval (verbal/written) for such actions.  Handcarrying and escorting requirements are as follows:

5.1.    Classified documents are required to have a cover sheet and are to be placed in an envelope, folder, or other concealing container.

5.2.   Verbal approval is sufficient when handcarrying classified information on the installation, or to include Geographically Separated Units (GSUs), unless the material is passing through a known checkpoint.  In that case, a DD Form 2501, Courier Authorization, will be required.  A written letter of authorization is required when the individual must handcarry classified information off the installation.  See DoD 5200.1-R, Chapter 7, Section 3, for details on authorization letters.

6.   REPRODUCTION OF CLASSIFIED. There is no officially approved reproduction equipment in OO-ALC/DPC.

7. DESTRUCTION OF CLASSIFIED.  Classified material will be destroyed IAW AFI 31-401, Chapter 5.  Classified waste on Hill AFB will be destroyed by shredding or by transporting the material to the Burn Plant.

7.1.   It is recommended that two cleared personnel will witness the destruction of Secret classified material.

7.2.   One cleared person may destroy confidential classified material.

7.3.   When a shredder is used, check the in/out functional areas to ensure that no classified material remains intact.  Run at least two sheets of unclassified paper through the shredder to ensure it is clear of all classified.

7.4.   Check the immediate area around the shredder to ensure that no classified remains.

7.5.   If transporting classified waste outside of the Civilian Personnel Office for destruction, place waste in a sealed bag or box.
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8. SECURITY INCIDENTS AND VIOLATIONS.  Any person who has knowledge of the loss or possible compromise of classified information will immediately report such facts to the security manager, immediate supervisor, or commander/staff agency chief, who is responsible for reporting the incident to (within 24 hours of discovery) the 75 SFS/SFAI.  The person discovering the security violation is responsible for protecting the classified until the responsible custodian or other such official regains proper custody.  The security manager will advise the commander/agency chief of inquiry/investigative requirements as outlines in AFI 31-401, Chapter 9.  The appointed Inquiry Official will be an MSgt or a GS-09 and above and will be relieved of all other duties until the preliminary inquiry is completed.  The inquiry will be completed within 10 working days of the appointment of the inquiry official unless an extension is granted.

9. SECURITY EDUCATION AND TRAINING. 75 SFS/SFAI has developed and published an Annual Security Education Training Plan for Hill Air Force Base.  Once reviewed by the USM, the branch supervisors will be notified of their training responsibilities.  The USM is responsible for gathering educational material, audiovisual aids and monitoring training accomplishment.  Branch supervisors will be identified to present/teach subject material in accordance with the annual training plan.  The USM will provide identified instructors a copy of the HAFB Security Education Training Guide for instructional purposes.

9.1.   The USM may modify the HAFB Training Guide to meet unit training needs, but as a minimum, will ensure that any training plan meets the following requirements:

9.1.1.  Schedule training by calendar quarter.

9.1.2. Identify specific subjects/topics to be presented.

9.1.3. Identify personnel to make presentations.

9.1.4. Monitor training accomplishment.

9.1.5. Document training as required.

9.1.6. Provide training material (audiovisual products, lesson plans or guest speakers, etc) and facilities.

10. SEMIANNUAL SECURITY INSPECTIONS.  The USM will ensure that semi-annual security inspections are scheduled as required, to include being responsible for keeping the Civilian Personnel Officer appraised of approaching inspection due dates, Inspecting Official appointment requirements, semiannual inspection results and corrective actions proposed or taken.  The USM will provide and Inspecting Official with the appropriate directives, self-
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inspection checklists and any required guidance or assistance, to include reviewing the semiannual inspection report findings and notifying the CPO of any discrepancies.

11.   REVIEW OF ASCAS ROSTER/SENTINEL KEY.  The USM will conduct a regular review of the ASCAS roster and/or Sentinel Key and update it as required, in accordance with AFI 31-501.  The USM will monitor periodic reinvestigation (PR) requirements and will direct any questions to 75 SFS/SFAI.  The identified individual requiring Electronic Personnel Security Questionnaire (EPSQ) submission is responsible for contacting the USM upon notification of an upcoming/pending PR and for completing and submitting all required investigative paperwork within 14 duty days.  The USM will be responsible for preparing the AF Form 2583, Request For Personnel Security Action, and providing guidance/assistance in the preparation of the EPSQs.  The complete EPSQ package will be reviewed by the USM prior to submission to 75 SFS/SFAI.  The USM will maintain on file a copy of each AF Form 2583 submitted until a final clearance is granted and the ASCAS or Sentinel Key reflects this update/change.

12. SPECIAL SECURITY FILE ESTABLISHMENT. Supervisors and/or the USMs will immediately notify the supervisor when unfavorable information is revealed which could have a direct impact upon an individual’s security clearance.  The CPO and supervisor will review, evaluate, and consider the disqualifying factors as outlines in AFI 31-501.  If additional guidance is required, contact 75 SFS/SFAI for assistance.

13. AREAS NOT COVERED IN THIS OPERATING INSTRUCTION.  For procedures not covered in the OI, contact the Unit Security Manager.


M.ANDREW FLOWERS


Civilian Personnel Officer
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Attachment 1

GLOSSARY FO REFERENCES AND SUPPORTING INFORMATION

References
AFI 31-401, Information Security Program Management and AFMC Supplement
AFI 31-501, Personnel Security Program Management and AFMC Supplement
AFI 31-601, Industrial Security Program Management and AFMC Supplement
Abbreviations and Acronyms
BITS( Base Information Transfer System 

CPO( Civilian Personnel Officer 

CSSO( Computer System Security Officer

TMO( Traffic Management Office 

USM( Unit Security Manager
